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Job Title: Network Security Engineer
Job Overview:

We are seeking a skilled and highly motivated Network Engineer to join our IT team. The Network
Engineer will be responsible for designing, implementing, maintaining, and optimizing our
organization's network infrastructure. The ideal candidate should have a strong understanding of
networking concepts, protocols, and security, along with hands-on experience in configuring and
troubleshooting network devices.

Key Responsibilities:

e Design, configure, and implement network solutions that meet the organization's
requirements.

o Deploy and maintain network hardware and software components, including routers,
switches, firewalls, and load balancers.

e Ensure network scalability, performance, and reliability.

e Implement and maintain network security measures to protect against unauthorized
access, data breaches, and cyber threats.

e Monitor network traffic for suspicious activities and respond to security incidents.

e Stay up-to-date with security best practices and emerging threats.

e Diagnose and resolve network issues, including connectivity problems, latency, and
performance bottlenecks.

¢ Collaborate with other IT teams to troubleshoot and resolve network-related problems.

e Implement network monitoring tools to proactively identify and address network issues.

e Optimize network performance by tuning configurations, managing bandwidth, and
ensuring efficient traffic routing.

e Strong knowledge of networking protocols (e.g., TCP/IP, BGP, OSPF) and network security
concepts

e Strong communication and teamwork skills.

¢ Ability to work independently and manage multiple tasks simultaneously.
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